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Premier Protection from Proactive Services
Cyber Threats with NetGuard® Plus to Help Avoid Cyber
With the increasing reliance on technology and the internet to run their business, Attacks

companies are more vulnerable to cyber threats such as data breaches, cyber

We provide a host of best-in-class

attacks, and cyber extortion.
services to protect insureds from

a breach through TMHCC
CyberNet® portal and more:

Tokio Marine HCC - Cyber & Professional Lines Group’s (TMHCC) broad range
of specialty insurance products and services focus on what matters most,
bringing peace of mind to businesses, knowing they have protection in place for
the risks they face.

Cyber
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Benefit from our solid foundation, proven track record and excellent industry ratings.

Phishing Simulations

S P e A+(Strong)
FITCN RAtINGS. .o veeee oo AA-(Very Strong)
AM BEST it A++ (Superior) Cyber Risk Report with

domain & dark web
security scans

Preferred rates and
partnerships
with security control

More than 100

trainings and Simulations to 24/7 access to cyber
Strengthen Your Protection security consultants

70+ Cyber Support
Team Members Across
IT, Legal, PR, Claims

24/7 Cyber
Breach Hotline

24/7 expert
claims handling

tmhcc.com/cyber




Preferred Rates with Cyber Threat
Prevention Vendors

We've negotiated steep discounts with cyber threat prevention vendors
CROWDSTRIKE, DATTO and DUOQ to protect our policyholders from a
cyberattack. Insureds gain access to a curated list of service providers who offer
a variety of risk mitigation services, ranging from antivirus software to penetration
testing to PCl compliance review. See below for preferred rates through TMHCC.

Threat Prevention Partners

Learn more about Learn more about Datto's BCDR & Learn more about
CrowdStrike's Falcon Prevent SaaS Protect, the leading global Cisco's Duo multifactor

NGAV and EDR. provider of cloud-based software. authentification offering.

\GROWDSTRIKE datto =||=

We're “Out In The Wild” with Intelligence-Driven
Monitoring and Alerting

Our industry-leading team actively tracks current attack patterns, detects many
types of exposures and aims to provide support to affected customers before
threat actors exploit those opportunities to gain access to their networks.

Cyber
Expert Help

Monthly || Dark Web

Network Scan Security Scans

We regularly provide proactive non-invasive network security scans to detect
open and potentially unsecured Remote Desktop Protocol (RDP) ports, outdated
software, malware from 100 databases of known blacklists, and other cyber
security vulnerabilities.

Client Testimonial
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| see numerous scans daily We appreciate the extra
from all carriers in the eyes of the CTI team to
marketplace. Tokio Marine keep our assets and
HCC's is by far the best investments safe.

response | have
seen—with a concise
explanation and
well-described action items
to take.



https://go.crowdstrike.com/try-falcon-pro-lfi-tmhc.html
https://www.youroneit.com/tmhcc
https://www.youroneit.com/tmhcc

Rapid Response and Continuous Support

We insure thousands of companies from Fortune 500 to small-to-midsize
businesses. Our in-house claims experts handle thousands of cyber incidents
each year across a range of financial services, retail, hospitality, educational,
healthcare and governmental organizations. Our claims and cyber incident
response team expedites recovery, minimizes downtime and is available 24/7 to
navigate you through an active cyber event.

From the moment you suspect malicious cyber activity, our claims
representatives are here to answer the call and initiate support. Our primary
goal is always to get you up and running and reach a successful resolution.

Incident Response and Claims Process

Respond Recover Defend Strengthen

Our policyholders will work with an in-house Incident Response Specialist 24/7/365

Incidents or claims Our policyholders will Policyholders are In the event of a breach, We recommend certain
are reported to: work with an in-house advised about the best we will engage outside controls, including risk
888.627.8995 Incident Response recovery path and experienced counsel to mitigation services, to
. Specialist 24/7/365 or a recommended recovery advise regarding place the insured in a
CyberClaims@tmhce.com claims team member experts to assist with notification and defense stronger posture moving
who makes technical expertise and during litigation. forward, post event.
recommendations and support.

guides our policyholders
through every step of
the process.

Meet Your Cyber Claims Team

Catherine Lyle
SVP, Head of Claims
and Incident Response

Rich Savage
Sr. Director, Incident
Response

Tamara Ashjian
VR Cyber & Tech
Claims

Kriti Mahey
Claims Manager -
Cyber & Tech

Robert Hershkowitz
Claims Manager -
Cyber &Tech




About Tokio Marine HCC

Tokio Marine HCC has been innovating in Cyber Liability Insurance worldwide, for
over 20 years. Our dedicated global team is made up of cyber insurance and in-house
claims experts with deep industry knowledge and a wealth of cyber security
experience. We promote active knowledge exchange, making us a global leader when
it comes to cyber risk, while keeping you at the forefront of emerging threats on the
everevolving cyber landscape.

From offices in the U.S., our cyber team insures US-domiciled businesses, with a
focus on the small-to-mid-sized segment, as well as individuals concerned with
protecting their family, home and privacy from cyber threats. Our team in Europe and
the U.K., concentrates on mid-to-large-sized businesses domiciled anywhere outside
of the U.S. In addition, we leverage our in-house cyber expertise to enhance other
Tokio Marine HCC insurance coverages, letting you take on risk with confidence.

Learn more about cyber at Tokio Marine HCC by visiting tmhcc.com/cyber.

Tokio Marine HCC is the marketing name used to describe the aliated companies under the common ownership of HCC Insurance
Holdings, Inc., a Delaware-incorporated insurance holding company. Headquartered in Houston, Texas, Tokio Marine HCC is a leading
specialty insurance group with offices in the United States, the United Kingdom and Continental Europe.
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